PAMBANSANG PUNONGHIMPILAN TANOD BAYBAYIN NG PILIPINAS
{National Headquarters Philippine Coast Guard)
139 25™ St., Port Area

1018 Manila
05 March 2018
NHQ-PCGICGPAD
STANDING OPERATING PROCEDURES
NUMBER 06-19

GUIDELINES FOR THE ADMINISTRATION AND STANDARDIZATION OF
PHILIPPINE COAST GUARD OFFICIAL SOCiAL MEDIA ACCOUNTS
i. REFERENCES:

a. Act Nr 3815, Revised Penal Code of the Philippines dated 08 December
1930:F

b The 1887 Constitution, The Constilution of the Republic of the Phifippines;

C. Repubiic Act No. 6713, Code of Conduct and Ethical Siandards for Public
Officials and Employees dated 20 February 1989;

d. Repubilic Act No. 8293, intellectual Property Code of the Phifippines dated 06
June 1897

e Republic Act Nr 9779, Anti-Child Pomography Act of 2009 dated 07 Juily
2009;

i Republic Act Nr 9995, Anti-Pholoc and Video Voyewrism Act dated 15
February 2010;

g.  Republic Act Nr 10175, Cybercrime Prevention Act 2012 dated 12 July 2011;
h.  Republic Act Nr 10173, Data Privacy Act of 2012 dated 25 July 2011;

i Executive Order Nr 02, Freedom of Information Manual dated 25 November
2016;

I3 HPCG Circular Nr 10-12, PCG Code of Conduct and Discipline for Non-
Uniformed Personnel dated 22 September 2012;

k. HPCG Cacular Nr 09-14, Policy Guidelines {0 Raise Securily, Awarenass,
Consciousness, and Discipline on the Use of Informalion and Communica-
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tions Technology (ICT) Devices and the Intemet of PCG Personnel dated 01
September 2014;

i HPCGICGIAS Circular Nr 06-18, Guidance and Procedures on Disposition of
Violations of Code of Conduct and Discipline dated 30 August 2016;

m. US Department Homeland Security, US Coast Guard Public Affairs Manual,
January 2008, COMDTINST M5728.20 dated January 2008;

n. US Coast Guard Guard Social Media Handbook version 2015;

0. US Navy Social Media Registration Checklist, Disciaimers and User Agree-
ments;

p. Basic Combat Correspondent Cowse: Explain the Principles of Securily,
Accuracy, Propriety, Policy (SAPP), Defense Information School,
Department of Defense, USA.

PURPOSE:

These rules and regulalions prescribe the guidelines and procedures for the man-
agement of official social media accounts of all concemed PCG units as proactive
and effeclive means in disseminating timely, accurate and relevant information to
further understand the PCG’s roles, missions and other issues in an official manner.
Said guidelines will also support instructions for the administration and standardiza-
tion of official social media accounts managed by said PCG units nationwide for uni-

formity purposes.
SCOPE:

These guidelines apply to all PCG disltricts, functional mmrﬁands, adminisirative
support commands, operational support commands, technical and administrative
support service in exception to Coast Guard Adjutant Office and Receiving Station.

DEFIMITION OF TERMS:

1. Social media - refers {o all forms of elecironic communication (such as web-
sites for social networking and microblogging) through which users create online
communities to share information, eas, personal messages, and other content
{such as videocs). '

2. Facebook - refers to one of the most popular social media platforms, not on-
Iy for personal use bul business as well. Facebook is a place to share photos, up-
dates, and general news with those who follow or like the account.

3. Facebok page - a public profile specifically created for businesses, brands,
celebrities, causes, and other organizations. Unlike personal profiles, pages do not
gain “friends,” but "fans” - which are people who choose to "like” a page. Pages can
gain an unfimited number of fans, differing from personal profiles, which has had a
5,000 friend maximum put on it by Facebook. Pages work similarly to profiles,
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(RESTRICTED)

updating users with things such as statuses, links, evenis, pholos and videos. This
wdormation appears on the page iself, as well as in ils fans’ personal news feeds.

4, Twitter - refers fo a fast-paced, concise, and easy way to connect with your
audience. With over 310 million registered users {(and growing), Twitler is a sea of
information of 140 character or less content waiting 1o be read, clicked, followed,

and re-tweeted.

5. Instagram - efers to  a social networking service for  iaking, changing,
and sharing photographs and videos. it enables its users 1o take pictures and share
them cither publicly or privately on the application.

6. Flickr - refers io an image and video-hosting website. In addition fo heing a
popular website for users to share and embed personal pholographs, and effective-
v an online community, the service is widely used by photo researchers and by
bloggers to host images that they embed in blogs and social media.

7. Youtubhe - YouTube is the leading vides-sharning platform in the world. On
vour channel, your brand can share and edit ils own videos, create playlists, and
promipl discussions.

8. PCG personnel - refers to all uniformed and non-uniformad personnel of the
Philippine Coast Guard organization.

9. Classified matters - pertains fo ofiicial information that cannot be released
for general consumplion either within the govemment or o the public since such
dissemination would be of material value to an enemy or potential enemy.

10.  Spam - refers {o irelevant or unsolicited messages sent over the Intemet,
fypically to a large number of users, for the purposes of adverlising, pubilishing,
spreading malware, etc.

11. Tagging - refers o idenlification of someone else in a post, photo or status
update that a person shares. A tag may also nofify that person that was mentioned
or referned to them in a post or a photo, and provide a link back to their profils.

12,  Video Livestreaming - to broadcast video and sound of an event over the
internet as it happens, or to be broadcast in this way.

13. Libel - is public and malicious imputation of 2 crime, or of a vice or defec],
real or imaginary, or any act, omission, condition, status, or circumstance tending to
cause the dishonor, discredit, or contempt of a natural or luridical person, or fo
blacken the memory of one who is dead.

14. Daiz subject - referes to an individual whose personal information is pro-
cessed.

15. Personal information - refers 0 any information whether recorded in a ma-
terial form or not, from which the identily of an individual is apparent or can be rea-
sonably or directly ascertained by the entity holding the information, or when put to-
gether with other information would directly and certainly identify an individual.
3
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vi.

16. Sensitive personal information - refers to personal information: (1) About
an individual's race, ethnic origin, marial status, age, color, and religious, phifo-
sophical or political affifiations; (2) About an individual’s health, education, genelfic
or sexual life of a person, or to any proceeding for any offense committed or alleged
to have been committed by such person, the disposal of such proceedings, or the
senience of any court in such proceedings; (3) Issued by government agencies pe-
culiar to an individual which includes, but not imited o, social security numbers,
previous or current heatth records, licenses or its denials, suspension or revocation,
and tax returns; and (4) Specifically established by an executive order or an act of
Congress to be kept clagsified.

7. Malicious and/or Unauthorized Disclosure — Any personal information
confroller or personal information processor or any of its officials, employees or
agents, who, with malice or in bad faith, discloses unwarranted or false information
relative o any personal information or sensitive personal information obtained by
him or her.

18. Adminisirative Disciplinary Proceeding - methods and processes before
the PCG Disciplinary Board that are non-litigious in nature and subject to the mini-
mum requirements of administrative due process.

19. PCG Disciplinary Board - refers fo the body composed of PCG Uniformed

Personnel designated to resolve administrative disciplinary actions filed against
PCG Uniformed Personnel involving any offense enumerated in this Code.

GENERAL PROVISIONS:

The PCG is encouraging its uniis fo have one voice for communicating with key au-
diences and must establish a single command presence. There can be a tendency
to create individual social media sites for each unit or office within a command.
However, the Coast Guard Public Affairs Office (CGPAQ) is discouraging the crea-
tion of muitiple social media sites on the same platform {e.g., Facebook) for differ-
ent units within a command as if can create confusion among personne! frying to
obtain information.

Moreover, it is important to educate the PCG personnel on how o tell the organiza-
tion's story safely and effectively through social media posting in order to avoid
compromising security of operations, strengthen the PCG’s legitimacy in its humant-
tarian service character and further shed the good light of the organization. PCG
units must also responsibly engage in unofficial social media posting about the or-

ganization.
POLICIES AND PROCEDURES:

A. SOCIAL MEDIA SITE REGISTRATION REQUIREMENTS

To standardize the PCG official social media accounts, all concerned units must
ensure onifine communication abides by ils requirements set by the CGPAQ and
must §l out the form (See Annex ) for regisiration of their official social media sites
to the PCG Social Media Directory.

PCG units must review the following guidelines and tequirements for registration:
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1. Determine the authorized approving authority who will approve release of infor-
mation.

2. Unils are advised {o creete a Facebook page instead of a Facebook personal
profile to isad more effective communication as it can reach more followers in-
stead of creating a profile account which can only accommodate 5,000
friends/accounts only.

3. Be labeled as “organization-government page” on Facebook. {See Annex i)

4. In creating URL shorfeners for concerned PCG units, you may use the follow-
ing format below in naming units in social media: (See Annex lil-A)

FACEBOOK/ YOUTUBE/ INSTAGRAM/ FLICKR

5. However, include the full name/title of the PCG units and avoid acronyms
when naming all social media accounis as may deemed possible to make it
easier o find the siie. (See Annex iii-B).

6. The page’s profile picture must be the unit’s logoe or PCG logo for those units
which have no existing logo while the page's cover photo should be any pholo of
the PCG which is acceptable by the Command and may not bring confusion or in-
vite criticism to the image and reputation of the organization. (See Annex HI-B)

7. identify the point of contact/ administrators with contact details (Have a valid
email address and mobile number) where the Social Media Division of the
CGPAQC can coordinate for monitoring and dissemination of social media updates
purposes. For security purposes, so as not to compromise or breach the PCG is-
sued email accounts, it is better that units should not use the Coast Guard email
domain {@coastguard.gov.ph) for registration of their Social Media Direciory.

8. The presence must be uniocked and open o the public. However, administra-
tors are advised to change the Timeline and Tagging settings, Who could post
in your Timeline 1o Oanly me to avoid being tagged automatically to posis unrelat-
ed o the service. This will also ensure that accounts will be notified of whatever
posts tagged will be reviewed and filtered before it will be posted in the account’s
timedine. (See Annex IV)

%. All official PCG social media sites must be registered to the PCG Social Me-
dia Directory and must submit the Social Media Site Registration Form to the

e



Social Madia Division of CGPAQ at PCG National Headquarters through email af
cgpaosocialmediadivision@gmail.com.

10. Commands/Units shall update their registration when their designated social me-
dia administrator changes by sending an updated registration form duly signed by
the approving authority. Said submission will be verified and reviewed by CGPAG
for inciusion to the PCG website. All units which does not conform o the guide-
lines set by the CGPAQ will not be lisled on the direciory.

B. TYPES OF SOCIAL MEDIA RELEASES
1. PRESS RELEASES {Public Advisories, News, Announcements, eic.}

1.1. Verbs used in titles of releases should be in present tense.

1.2. Prass releases/Photo releases should be composad i sentence case nol in up-
per case.

1.3. Avoid using the mifitary time format.

1.4. Keep your headline simple and short.

1.5. Provide the facis that will help tell the Coast Guard story. The first paragraph of
your release should cover the who, whai, why, where, and how of your press release.
1.6. Double check the mformation for your story or scnpt. If names are spelled incor-
rectly, you have lost credibility. Don't assume the public knows the right abbreviation.
1.7. Get the designation cormrect. Make sure you give the comrect rank, regardiess of
the branch of service.

1.8. You may provide a qoute from key officers or figures and authorities emphasiz-
ing the core of the confext in your announcement. There is one complete and uncon-
ditional defense to a civil action for libel - that the facts are probably true. Quoting
someone correctly is not enough. The statement itself must be substantially correct
1.9. Be creative. Aside from press releases, social media account administrators are
encowaged fo release announcement of public advisories that increase the public
awareness with regards to mariiime safely, securily, and matine environmental pio-
tection towards nation building (e.g ftravel adwvisory, tyhoon waming, emergency
chackhists, haipiul safetly tips, campaign ads, posiing of local emeigency numbers).

Having a compelling content such as press releases and visuals for social media
post increases readers’/viewers' willingness 1o patronize the conient. Below are
some helplul tips that administrators may use when publishing releases in social me-
dizx

2. PHOTO RELEASES {images/Photos, Qoute Cards, Infographics, afc.)

2.1. Double check photos and caplions.

2.2 Peopie should wear the comect uniformss.

2.3. Photos should show professionalism.

2.4. Spell everything comectly.

2.5. Avoid using military jargon that may not translate to the public.

2.6 Always credil the pholographer for courtesy, e g. Photo courtesy by (Rank in full,
First Name, Last Name, Branch of Service, Unit Assigament)



3. VIDEO RELEASES

3.1. Behind the scenes (e.g. demonstrafions, drilis, etc.);

3.2. Meet the team;

3.3. Employee of the monih feature to give due recognition of personnel assigned in
a unit;

3.4. Showing culfure;

3.5. Client testimonials;

3.6. Share information from pariners and affiliates;

3.7. Always credit the photofvideographer for courtesy, e.g. Photo courtesy by (Rank
in fudl, First Name, Last Name, Branch of Service, Unit Assignment)

4. VIDEO LIVESTREAMING

4.1 During anniversaries, other ceremonies;
4.2 Civic aciion, civil relations and other community related activities.

C. COMMENT POLICY

Comments shall be moderated prior to posting whenever the technology on the sile
aliows. If the technology does not allow it, comments shall be regularly reviewed to
ensure compliance with this policy. If comments violate the comment policy, they
should not be posted or may be deleted upon the discretion of the command. A copy
shall be relained by print screen or screenshof of comments before deletion or re-
moval from the site for documentation purposes.

Comments and posts with the following contents are advised o be removed:

1. inappropriate posts that containg argumentative online conversations and should
not post any material that is obscens, defamatory; profane; fibelous; threatening;
harassing; abusive; nudist; graphic; intended to defame any person or organiza-
tion; cultural, explicit or racial, gender, conflict sensitive; and religious conflict o
another person or entity or violates the privacy rights of another as it reflects up-
on the personnel as well as the organization.

2. Comments or posls regarding solicitaions or adveriisernents, endorsements of
any financial, commercial or non-governmental agency; and

3. Comments or posts encouraging itlegal activity.
0. CORRECTION POLICY

The respective PCG umits’ approving authority shall strive {0 ensure information pub-
lished is completely accurale and conveyed in the proper context. When error is
made, comection should be made in 2 timely manner. Speliing and punchuation edils
can immediately be made, but factual or contexdual errors, to include names, dales,
or places, will be flagged with an “UPDATE" to the post. The "UPDATE" will appear
at the beginning of the post with an explanation of what was changed, and if appro-

priate, why it was changed.



E. PRIVACY POLICY

Afthough you can resirict or set privacy confrols, anything you post onfine is never
truly private. Coast Guard personnel should be mindful that when they post infor-
mation about themselves, it directly reflects upon them as well as the PCG. It is
ghfficult to separate yourself from the Coast Guard in the public eye.

Official Coast Guard social media sites shall be publicly accessible to the full extent
avallable. Site managersfadministrators should set privacy and account settings fo
ensure maximum public availability of content.

The command must engage on these sites in a manner that prolects privacy, re-
spects the intent of users and does not solicit or collect personally identifiable infor-
mation. Commands/Units shall not proactively follow public users. PCG units shall
clearly post their contact information {(operations number, landiine number, mailing
and e-mail address) on all official social media sites.

F. ENGAGING ONLINE

When engaging online, Coast Guard personnel should be aware of the foliowing
CONCEmSs:

1. Accountability - PCG unils bear a responsibility for ensuring information dis-
closed {(including personal comments) is accurale and appropriate. They may be hald
accountable for viplations {o administrative or legal action for content posted online.
PCG personnel utilizing social media platforms whether in an official or unofficial ca-
pacity must adhere to these guidelines when they identify themselves as member or
employee of the PCG. Identification as affiiaied with the Coast Guard may be as a
result of past site activity, photos of themselves, or othar indinect activity.

2. intellectual Property - Commands musi follow all applicabie copyright laws and
standards. For protection, do not use any words, logos or other marks that would in-
fringe upon the rademark, service mark, cerfification mark or other inteliectual prop-
erly rights of the owners of such marks or any malerial that is copyrighted unless.

As sitipulated in Chapler VI - Section 178 {Ownership of Copyright) of RA 8233,
Rules on Copyright Ownership shall be governad by the foliowing rules:

- Section 178.3. In the case of work created by an author during and in the course of
his empioyment, the copyright shall belong to:

{a) The employee, if the creation of the object of copyright is nof a part of his regular
duties even if the employee uses the time, facilifies and materials of the employer,
and

{b} The employer, if the work is the result of the parformance of his regulariy-assigned
duties, uniess there iz an agreement, express or implied, fo the conlrary.

- Section 178.4. In the case of a work commissioned by a person other than an em-

ployer of the author and who pays for it and the work is made in pursuance of the
cormnmission, the person who s0 commissioned the work shall have ownership of

"



the work, but the copyright thereto shall remain with the creator, unless there is a
wittten stipulation o the contrary;

- Section 178.5. in the case of audiovisual work, the copyright shall belong to the
preducer, the author of the scenario, the composer of the music, the film director,
and the author of the work sc adapted. However, subject to contrary or other stipu-
laions among the creators, the producer shall exercise the copyright to an extent
required for the exhibition of the work in any manner, except for the right to collect
performing license fees for the performance of musical compositions, with or with-
out words, which are incorporated into the work;

Likewise, the following aclts shall nol constitute infringement of copyright under
Chapter V1 - Section 184 (Limitations on Copyright) which states the following:

- Section 184.1.{e) The inclusion of a work in a publication, broadcast, or other
communication to the public, sound recording or film, if such inclusion is made by
way of dllusivation for teaching purposes and is compatible with fair use: Provided,
That the source and of the name of the author, if appearing in the work, are men-
fionad;

3. Legal issues - Coast Guard unifs are solely responsible for any statements and
comments posted under their managed accounts. They are not shielded from legal
action for libel or other violations of the personal rights of others. Do not post any in-
formation that would infringe upon the proprietary, privacy or personal rights of oth-
ers.

4. Accessibility - Official online sites shall have a texd equivalent for every non-fext
element such as video releases. Text alternatives for each photo or graphic shall be
coded into the element when uploading to the site. Coast Guard video and multime-
dia productions shail have caplioning or a transcript that represents the same nfor-
miation found in the multimedia. Coast Guard personnel are axpected {0 exercise
good operational secwrity and common sense when considering the release of infor-
malion.

The foliowing information should not be accessible onfing:

4 1. Details of schedules, daily routine, specific locafions and courses of action for
ongoing or future operations or activities;

4.2. Discussion of terrorist events, aclivities and force protection posture;

4.3. Deployment plans and procedures for Coasl Guard units;

4.4. Names of personnel assigned to sensifive deployments or duly stations;

4.5 Personnel (recall) rosters of troops containing any combination of personally
identifiable information and/or unique identifiers of individuals;

4.6. Family member information, home telephoiie numbers and addresses;

4.7. Detailed information about unit capabilities and sensilive or conirolied missions;
4.8. Maps or specific locations of sensitive operational uniis; and

4.9. information on secwrily systems, hazardous maternials, public safely and re-
sponse plans for port facilities.
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5. Observance of Security, Accuracy, Propriety, and Policy also referred 10 as
SAPP - an internal acronym used by public affairs spacialists and professionals
worldwide. Coast Guard personnel that parficipate it or use social media platforms
must engage responsibly and ensure they do not violale SAPP guidelines. Com-
mands are reminded not to disclose sensilive nor dlassified information about the
Coast Guard.

5.1. Security- Coast Guard personnel are responsible for adhering to Coast Guard
reguiations and policies conceming operations security, information security and the
Privacy Act. This refers to information that is formally classified or information that
falls under operalional securily. it can be divided into two categories: classified and
sensitive.

5.1.1. Classified materials are clearly marked Confidential, Restricied, Secret, Top
Secret, elc. on the top and bottom of each page. Release of this information clearly
violates security.

5.1.2 Examples of sensitive informalion includes, bul s not mited o boop
sirengths, unit capabiiities, taclics, and precise troop iocations, charls, maps or dis-
finclive terrain features in the background of otherwise hammless video and photos
could provide valuable information to the enemy, iong-range, wide-angle, and aenal
video or stili photos could reveal locations of key targets that could assist the enamy.
Coast Guard personnel must consider the impact of any fexd, imagery or videp con-
tent on operational or information security before posting onfine. All personnel have a
responsibility to ensure that sensifive information is not posied to public websites
whether they are communicating in an official, unofficial or personal capacity.

5.2. Accwuracy- This demands that public affairs sources provide only factual infor-
mation, not speculation. Get the facts right. i is the second most important limitation
in releasing information. Your personal credibility, as well as the organization's is on
the line everylime information has been released.

5.3. Propriety- Make sure all your releases are in good taste. They should not violate
the sensilivities of the listening/viewingfreading audience. For example, do nof re-
iease photographs that could distress family members such as posting sensifive or
graphic images (e.g. cadavers, mutilated bodies) or even photos of children without
parental consent or private individuals. Ensure the producis released don't contain
- profanity, gore, parversion, excessive violence, obscenity, lewdness and information
that holds a service or s members up 1o ridicule. In an event that files need to up-
ivad coniains sensitive or graphic images or videos; it must first be edited to blur
such content.

Imagery showing self-poriraits better known as “selfies” during conduct of operations
is not advisabie as it is inappropriate, irslevant and does not serve any documentary
use for the mission. This act is looked upon as unnecessary while others are endur-
ing adversity during crisis. Propriety {(and often policy} also pertains to the advertising
of cormmercial products. it is inappropriate to release information that gives the per-
cephion of endorsing a product; release information that places organizations in an
unnecessary negative light, release information that shows bias toward commercial
producis or agencies, etc.



54. Policy- This requires the full and prompt release of both good and bad news.
There are, however, restrictions and limitalions placed on the release of some infor-
mation: when it is release, how it is released, and who can release it.

G. SOCIAL MEDIA REFERENCE GUIDE

Public affairs personnel usually fake the e as social media managers since con-
tent posted on these sites is oftentimes news or operational information. But adminis-
trators do not have to be public affairs specialists to become social media managers.
With command approval any Coast Guardsman can run a social media site as long
as they work closely with their unil’s servicing public affairs office and have received
social media raining.

FACEBOOK

1. Tag cther pages when possible or appropriate.

2. Ask engaging questions.

3. Respond o questions in a imely manner.

4. Posi in a conversafional fone.

5. Spelicheck and review every post prior to posting.

&. Thank followers and praise them often.

7. Include compeliing imagery in every post {(photos, graphics or videos.)

8. Use URL shorieners. {(e.g. @philcoastguardofficialpage)

9. "Like” sister organizations and tag or share them often.
10. Utilize subject matter experts 1o respond to questions you're unfamiliar with.
1. Bon't overpost or underpost. The frequency witl depend on your audience size.
12. Bon't “delete” comments, “hide” them.
13. Track metrics and evaluate how conient performs.
14. Some people may ask questions about vour unit or the Coast Guard - feel free o

answer yourself or ask the CGPAO or unit concemed for help if it is outside the lane.

15. it can take only one slip up to discredit our reputation.
TWITITER

1. Weicome pariicipation, collaboration and feedback.
2. Use approved URL shorteners (e.g. @philcoastguardofiicialpage).
3. Use unique hashiags for specific events or initiatives (#searchandrescue,
#isavinghves, #coastguard, #coasiaicleanup, #PCG)
4. Spelicheck and review every tweet prior 1o posting.
5. Utilize Twitter to comimunicale before, during and after a crisis.
8. If relweeting content, fry to add in Coast Guard messages when appropriate.
7. Engage your audience by asking questions, then retweet the answer.
8. Check direct messages and mentions daily then respond.
9. Keep continugty with the voice of yvour unit when different members tweet
10. Become the go-to source of information.
11. Use direct messages to engage with audience.
12. Utilize subject matter experts io respond to questions you're unfamiliar with.
13. Avaid automated poshing services for posting {o mullipie sites.
14. Don't overtweet or undertweet. The frequency will depend on your audience size.
15. Do not foliow brands {Coke, Mike, eic).
16. Use Twitter language, but keep it professional.
17. Track metrics and evaiuate how content performs.
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18. Always be mindful of operational secunty when tweeling.
19. It can take only one slip up to discradit our reputation.

INSTAGRAM

1. introduce yowrself and your unit: Use approved URL shorteners.

2. Use unigue, creative and relevant hashitags for spedific events or mitiatives. Jusi
make swre vou look up the hashtag prior o use o ensure it IS appropriala. if a
hashiag bnks to inappropriate pholosfvideos, don't use i,

3. Clear photos through your Commanding Officer/Officer-in-Charge (CO/OICY: They
are the final releasing authority for all phoios — ensure they know what you are post-
ing.

4. Share photos and videos: Feel free {o share as photos— short videos can also be
extremely compelling. We recommend sharing at least one post per day but may
compose of up o ten enages.

5. Some people may ask guestions about your unit or the Coast Guard —~ foel free fo
answer yourself or ask the CGPAQ or unit concerned for help if it is oulside the lane.
6. Do not violate operational security or share sensifive information. The information
you are posting 1s pubic and can be seen by anyone. i you have doubts, ask your
COIOIC.

DUTIES AND RESPONSIBILITIES
1. The Coast Guard Public Alfairs Cifice shall:

a. Qversee, monitor and review the overall social media efforts of the PCG
units nationwide and provides guidance on engagements in social media;

b. Public affais slaff should regularly coach, monilor and evaluale unit-level
social media engagement in the same way they do with ural media relations

PrOgrams;

¢ {olaborate with Unit Commanders, Unit Public Affsirs OfficersfOIC, Com-
munily Relations Service in the district level (0-7) and unit-level social media
administrators o produce and share social media content;

d. Maintain a ist of PCG official social media sites and responsible for the up-
keep of the PCG Social Media Direclory for monitoring of posis of Coast
Guard districtsfunits;

e. CGPAO must be on the alert on existing andior newly activated accounts
that does not conform to the guidelines set {o be reported for blocking as it
not an oificial page of the respechive unit; and

f.  Provide a brief and concise assessment of the social media being monitored
and submit same o CG-7 as the supervising staff. Example of assessment
shall include but not imited fo the following: (1) most noteworthy post, (2
posts by the different units that should be removed or avoided and the rea-
sons why, (3) recommendations for further improvement.
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3.

PCG District/Unit CommandedApproving Authority shail:

Proofread relevant photo caplions for selected videos/photos {o be posted to
sacial media accounts handied as consistent source of information sbout the
organization,

Supervise and enswe that all press releases for posting are uploaded in all
maintained social media accounts;

District/Unit Commanders are responsible for social media content posted by
Coast Guard personnelfadministrators at their command;

DistrictiUnit Commanders shall implement these guidelines which clearly ad-
dress appropriate, official, unofficial and personai use of social media loois;

Engage directly with the CGPAQO to enswe appropriate adaptation of unit
level stories, images and video for use on district and national level social
media siles;

Creale a content calendar of unils, acliviies programmed {0 be featured in
social media accounts handled;

Advise all Coast Guard personnel to take down or delete any posts in viola-
tion of this policy; and

h. District/unit commanders are responsible in monitoring all social media ac-

counts at their Command.
PCG PersonneliindividualiAdministrators
Maintain the unit-level adminisiration and operafion of the social media siles;

Incharge in the selection of pholos fo be uploaded in social media sites
maintained,

Draft captions/press releases for selecled videos/photos on the newsworthy
releases for posting in maintained social media accounts;

Spelicheck and review every photoivideo caplionsipress release prior post-
ing;

Respond to commenis and likes polilely and constructively 1o be a credit to
the service;

Respond {o questions in a fimely manner and post in a conversafional tone;

Report fo the Unit Commander and Social Media Division, CGPAO at
PCGNational Headguarters for any negative comments posted for appropri-
ate action;

immediately caplure (lake a screen shot and save file) in any case a nega-
five comment will be posted for record purposes,

i3



i. Report to the Unit Commander/Approving Authority of any derogalory posis
of any sociad madia account of PCG units nationwide that would embarmass
or bring disrepute to the service or any classified and sensitive information
that will compromise the safety and security of PCG personnel and opera-
tions;

j.  Administrators and moderators shall not divulge the accounts of their respag-
five social media. Moreover, they must be in constant alert for possible hack-
ing through, but not limited to regular changing of passwords; and

k. Seek advice or inform unit commander prior posting in social media sites.

Vill. CONFIDENTIALITY CLAUSE:

All units shall ensure at all imes the confidentiality of any personal data that
come to ther knowledge and possession. Provided, that such duty of conf-
dentiality shall remain even after their term, employment, or contract has
ended.

IX. ADMINISTRATIVE SANCTION:

Any further violation of the provisions of this SOP shall be dealt with adminis-
tratively in accordance with HPCG Circular 10-12 did 22 September 2012,
HPCG Circular 11-14 did 11 November 2014, HPCG Circudar 09-14 did 01
September 2014 and HPCG/CGIAS Circular Nr 06-18 did 30 August 2016
wherein copies of violation reports must also be referred to the Office of
Coast Guard intemal Affairs Service for reference.

The penalties for violations of oifenses are as follows:
a. FIRST OFFENSE

Admonishireprimand will be given to either approving authority/personnel-in-
chargefadministrator of official social media accounts in any first offense of
the violation of the provisions of this SOP. Furthermore, they must be edu-
cated that they are representing the service and held accountable. However,
they will not be exempted on liabilities for penalties under third offense de-
pending on the severity of the violation.

b. SECOND OFFENSE

if the approving authority/personnel-in-chargefadministrator conlinues to will-
ingly viclate the SOP with derogatory posting, subject personnel will undergo
adminisirative disciplinary proceeding and either recommended for suspen-
sion without pay of not more than ninety (90) days or may impose reduc-
tion/demotion 1o the next lower ranki/pay grade for the second offense pro-
vided that a PCG Non-Officer in a pay grade ahove NO-4 (P03) may not be
reduced more than two (2) ranks/pay grades. However, they will not be ex-
empled also on liabilities for penalties under third offense depending on the
severity of the violation.

¢. THIRD OFFENSE

The penaly of dismissal without honor shail be imposed for the third offense
committed by both PCG Officers and/or Non-Officers and without prejudice to
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third/offended party o further employ or pursue such civil actions as provided
under other exisling laws as follows:

VIOLATION PENALTY

Republic Act Nr 10173 - Data Priva! hai! be subject to imprisonme
cy Act of 2012 Chapter ViIl- Penal ranging from 1 year and 6 m
'?‘4 Section 31. Malicious Disclodto 5 years and a fine of not
than Php 500,000.00 but not mo
ithan Php 1,000,000.00

HAccessing personal information due toy

ersontal  Information Due — nd a fine of not less than Php
|  [2,000,000.00
personsi nformation withou! being

jyears) pius a fine ranging from Ph

Republic Act Nr 8253 - Infellectualf IRST OFFENSE - Imprisonment (1;
50,000 to Php 150,000

ffrmgement shall be guilty of a cime. - 00,000

IHIRD AND SUBSEQUENT OF.
FENSES - Imprisonment of 6 vears

Ka) Books, pamphlets, arlicles and1,500,000
lother writings;

b Pemdmais and newspapers, En all cases, subsidiary imprisonimeng
n cases of insolvency.
Musicai compositions, with or with-

?%fj Pﬁetograph:c works  including
works produced by a process analo-
gous fo photography;

) Audiovisual works and cinemato-
mraphic works and works produced by
i@ process analogous o cinematog
vaphy or any process for making au
dio-visual recondings;

15 f
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piThe penally of imprisonment of nof
fless that 3 years but not more than
I years and a fine of not less than
: Php 100,000.00 but not more than
. To copy or reproduce, or to causelPhp 500,000.00, or both, at the dis
i be copied or reproduced, such pho-lcretion of the court shall be impnsecﬁ
fic or video or recording of sexual acfupon any persen found guilty of violat,
o any simifar activity with or withoutiing Section 4 of this Act.

consideration;

; S£ the offender is a public officer oy
ic. To publish or broadcast, or causelemployee, or a professional, hefshe
it be published or broadcast, whethenshall be administratively liable.

gn print or broadeast media, or show
tor exhibit the photo or video coverage|
or recordings of such sexual act of
lany similar activity through VCD/DVD,
intemet, cellular phones and other
isimilar means or device.

iThe prohibition under paragraphs (b},
l{c) and (d) shall apply notwithstanding]
ithat consent to record or take photo ot
video coverage of the same was giv
len by such person/s. Any person who
jviolates this provision shall be hable
ffor photo or video voyeurism as de-
fined herein.

CT Nr 3815: The Revised PenalShall be punished by prigion corroc-
ode did December 8, 1930, Titlecional in its minimum and medium
Thirteen: Crimes Against Honorlperiods or a fine ranging from Php
{Chapter One: Libel, Section One 200 to Php 6,000, or both, in addi-
Article 355 ion to the civil action which may
be hrought by the offended party.

A fibel committed by means of writing,
printing, fithography, engraving, radio,
iphonograph, painting, theatrical exhi-
bition, cinematographic exhibition, or
lany similar means.
;:: epublic Act Nr 10175, Cybercrim Shall be penalized of reclusion
revenhan Act of 2012, CHAPTE temporal in ifs maximum peri-
PENALTIES, Section 8, od and a fine of not less tha

Php 1,000,000.00 but not mo

: than Php 2,000,000.00
it shall be untawful for any person: ()
iTo publish offer, transmit, sell, disirib-
hite, broadcast, adveriise, promote,
export or import any form of child por-
inography if committed through o

jcomputer system.
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negrave offense shall be punishable
%simsﬁmn of Violations of Code ofsuspension without pay of 6 mon
[Conduct and Discipiine dated 30and 1 day o 1 year
August 2016

}51 IPCG/ICGIAS Circular Nr 06-16 FIRST OFFENSE- mnsidered j
b

SECOND OFFENSE- Dismissal with-
iConduct prejudiciai to the best interdout honor from the service

et of the service or of a nature lha-lr

. rings discredit to the PCG organiza

Guidance and Procedures ongrave offense shali be punishable b
Disposition of Violations of Code ofsuspension without pay of 6 month
Conduct and Discipline dated 3%and 1 day to 1 year

lAugust 2016

FIPCGICGIAS Circular Nr UB-16JFIRST OFFENSE- considered aa

! ISECOND OFFENSE- Dismissal with-
Disclosing or misusing confidential ofout honor from the service

classified information officially known

o himiher by reason of hisher office]
land not made available to the public
o further his/her private interests o
give undue advantage o anyone, of
to prejudice the PCG organizalion or
ithe public interest; :

X. REPEALING CLAUSE:

All existing Tules, regulations and policies in contiict with these guidelines are
hereby repealed or amended accordingly.

X1 EFFECTIVITY

This SOP shall take effect fifteen (15) days after its publication by the Coast
Guard Adjutant.

BY COMMAND OF ADMIRAL HERMOGING:

OFFICIAL:f EDUARDO D FABRICANTE
COMRO PCe
Chief of Coast Guard Staff
LIEFFL B &
CDR | i
Coast Guarl Adjutant
! 5/ [iXg]; 44

ANNEXES: | Social Media Site Registration
i, Howr fo Creale a Facebook Page
. A-B Sample Format of a POG Facebook Page
V. Facebook Setfings: Timeline and Taqging
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ANNEX |

PAMBANSANG PUNONGHIMPILAN TANOD BAYBAYIN NG PILIPINAS
{National Headqguarters Philippine Coast Guard)
COAST GUARD PUBLIC AFFAIRS OFFICE
139 25%* Street, Port Area,
1018 Manila

SOCIAL MEDIA SITE REGISTRATION FORM
{This information is for official and confidential use only and will not be released to unauthorized persons.)

/ {
Date (DD/MMM/YYYY)

Name of PCG Unit:
Name of Mother Unit:

Social Media Sites Handled:

Mark all applicable boxes in the first column of the table below. Answer all the needed information; if it is not applicable, write "NA.” Kindly
type, print or write carefully and legibly.

" EMAIL ADDRESS MOBILE NUMBER OF ADMIN-
SOGCIAL MEDIA SITE ACCOUNT NAME NAME OF ADMINISTRATOR OF ADMINISTRATOR ISTRATOR

FLICKR

Other Social Media Sites Handled (Specify others):
Name of Approving Authority
{Rank, First Name, Middle Initial, Last Name and Branch of Svc):







ANNEX 1l

HOW TO CREATE A FACEBOOK PAGE

1. Sign up at facebook.com to create a new profile account. If you have an
existing account, you may use it to create a Facebook page.

T4 a0 Vi ed e La provide 1y,
RO e

“Male

f Tagsicq Blsaya Espubol BRIE RR) REGRE Lol Portegeds [rasih Fraigais (Fonce) Deatsch 4

2. Click the arrow icon on the top-right corner of the screen to reveal the
drop-down section. Then, click Create Page.

Your Pages:

Page Thbox Narifications
@ Philippine Coast Gu... 30+

insights Publishing Tools Page Fectd

i Tanod Baybayinng .. 20+

wiee Tanot Baybayin 20

See More.

CrostPage " © G0 L DU

Manage Pages

Creale Group

B A o Mewr Groups e
“Philippine Coast - -
Guard . i

Crepte Ads. i

Agvertising on Fncebook

Aclivity Log kLN

Pl L ) ) . Waws Faet Profermnces i
Home. ~ . . ST . . . ;
; N L o Liked v __s.\ Follawing w.- | 4 Share. - - Sellings .
DPosts | c o : :
R el v R : C tog Gut i
Reyiews - . ;s Government Organization In Manila,
- B> Philippines

Videas -
. . LA kky




3. Choose the Company, Organization or Institution Page [ocated at the
top-center portion of the choices to get started.

7 Greate a Page

-, &+ Local Buglaasa of Place -

‘Company, 'Gr_ganlzaﬂuh or Institution ©

Artist, Band or Puslic Figure .~ '

.. ‘Brand o7 Pioduct:

"o Entortainment  Causeor Community.

4. From the chosen page, Click Choose a category to reveal another drop
down section and click Government Organization.

| Lotal Business er Place

Lompany, Organdzation or
Inatitut (o

Cfladse 5,

Iy cichim
£atahank.

' mrpnarer Product

5 Crontn a Page

Gompany, Brymlzatlan ar
tisHiution

. Lotal Businuss of Place - o7 “Erand of Prodiral .

GANTER O Sumiiunity

oL .
Arist, tandg or PUtlE Figue "




5. Type the full nameftitle of your respective PCG unit when naming
the Facebook page and avoid acronyms to make it easier to find the site.
Finaily, hit Get Started to start creating your page.

Company, Organization or
Institution

Join your supporters on Facebook,

T e
o

. .G‘K‘-w-‘----,--s-:\..p-,‘.‘ i ; .
: # Coast Guard | “ Pl
! -

By clicking Get Started, you agree to the
Facebook Pages Terms.

“Gét Started







ANNEX HI-A

SAMPLE FORMAT OF A PCG FACEBOOK PAGE

Postg ..
= Reuievu_'s:
. Videos, .’

§I1§t9§:=

o Cdm'ml_.l_n'ity ..

- - Evénts.

CRnut

& stas ) Protoides LT T . [

Government Organization in Manila,

Philippines

a4
Al

Posts

Philippine Coast Guard 2= 2 new photos " .:
) Lo

OPLAN BIYAHENG AYOSE: #Krismas2017 Mopitored passengers to ali w

kY

wWays Gpen

Commnity

invite your friends to tike this Page
9,673 people like this

10,035 people follow this

Ses All

Change username/URL shorteners

to find you Page easily.

To change the usermame/URL shortaner,
Click About menu at the left side of tha screen
where the Facebook Page can be seen,

About

FIND U§

Lo 139 25th Sireet, Port Area
"7 Manila, Fhilippines

= @philkcoastguardaliicialpage

" Sand Message

 Fovibws L, Call (02} 527 6481

Vidgos

'P_hutu_s__ o

- about: e
Gommunity
. s Cageaery  Government Organization Edit
o Grotips
SR v Philppine Coast Guard Edit

" Event »
. s @philepastguardetficialpaye Edi

Servites -

Get Directions

# Edit Page Infa

w Edit

Proudly Serving Maritime and Country

For quer a cantury

We have been watehing the horizan

We have kept our seas safe

Ve have pratected our rich maring ife... See More

Find the Usarname under the General Section,
Then, click Edit to change the usernamae.
Always save detaiis changed






ANNEX lII-B

SAMPLE FORMAT OF A PCG FACEBOOK PAGE

Include the full name/title

of PCG units
in naming the
Facebook Page

: Page Logo should be the unit’s logo
l or the PCG logo

. Home

- Cophilnity

._ COESt Guard
I | Q'i'Stjrizct-_SQUfhefﬁ'
~Photos R ; ) _

: Posts R

e Y @ W suraEiag a0 this Foges

s Like: .3y Follow © § Recommend = .« B | \essage |
.o sratus (85 ehotofVides

RN - A%

.. Local Business

T Cormnmminity See All

= Y Invite yaur friends to fike this Page

£






ANNEX IV

% General . Timeline and Tagging Settings
% Security and Login

Timeiine Close

(B Privacy s
i 2% Friends

@ Biocking ! e Friands Edit
B2 Language . e e e 5+ i Only me . } e . N

Taggiag o' £ Edit
& notifications
@ Mobile
' © Frievde Edit
Puklic Posts
B Apps

Edit

3 aas

F3 Pavments L s e et oo

S Support Inbox Review o Edit

View As

fiooyour posts before the On Edit




